STATEMENT OF COMPATIBILITY

3AABZIEHNE O COBMECTUMOCTH

between

MeKay

Kaspersky Industrial CyberSecurity for Networks
4.0

Kaspersky Industrial CyberSecurity for Networks
4.0

the product of

ABNIAOWMMCA NPOAYKTOM

AO KASPERSKY LAB,

AO «JlabopaTtopusa Kacnepckoro»,

39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation

125212, Poccus, MockKBa,
JleHuHrpaackoe wocce, a. 39A, ctp. 2

hereinafter referred to as KICS for Networks and
“Kaspersky” respectively

B AanbHelwem nmeHyembimu KICS for:Networks
n «JlabopaTtopus Kacnepckoro» cOOTBETCTBEHHO

and "
EKRASCADA 2.12 EKRASCADA 2.12
product of NPOAYKTOM

Research and product enterprise “EKRA”, Ltd

OO0 HNN «3KPA»

428020, the Russian Federation, Chuvashia —
Chuvash Republic, Cheboksary, Yakovlev prospect,
3, room 541

428020, Poccus, Yyealickas Pecnybauvka -
YyBalwus, r. Yebokcapsbl, np-KkT U. f. AkoBnesa, 3,
nometleHune 541

hereinafter referred to as EKRASCADA and | B pganbHedwem umeHyembimu EKRASCADA
“EKRA” respectively n «9KPA» cOOTBETCTBEHHO

EKRASCADA is a set of programs designed to | EKRASCADA - KOMMJIEKC nporpamm,
automate the electrical part of energy facilities of | npegHa3HauyeHHbIN ans aBTOMaTM3aLuUK

all voltage classes from small substations to large
power plants.

KICS for Networks is a specialized industrial-grade
product aimed to provide industrial network
inventory, monitoring, risk and threat detection.
Being a part of Kaspersky Industrial CyberSecurity
solution, the product provides nonintrusive OT
cybersecurity threat and anomaly detection based
on analysis of mirrored network traffic copy and
optionally KICS for Nodes telemetry as well as
controls to provide threat investigation, root
cause analysis and manual response actions on
endpoint and network infrastructure levels.

3/IEKTPUYECKOMN YaCTM OOBEKTOB IHEPrETUKM BCEX
K/J1aCCOB HaMpPAMKEeHUA OT HEBONbLUMX MOACTAHL MM
[0 KPYTMHbIX 3/1EKTPOCTAHLMA.

KICS for Networks — cneuvanvMsnpoBaHHbIN
npoayKT NPOMbILLIEHHOTO Knacca,
npeAHasHayYeHHbIN ans MHBEHTapM3aLLMK,
MOHWUTOPWHIA, BbIABMAEHUA PUCKOB U  yrpos3
NMPOMbILWIEHHbIX MHDPACTPYKTYP. ABAAACH YaCTbHO
pelweHuns Kasperslw Industrial CyberSecurity,
NPoAyKT npegocrasnaeT BO3MOXHOCTb
BbIABEHUSA yrpos KnbepbesonacHocTH
M aHoOManui naccMeHbiM 06pa3om Ha OCHOBe
aHanmsa Konuwm ceTeBoro TpaduKa,
" (onuuoHanbHO) OaHHbIX TenemeTpun
C YCTPOMCTB, 3almieHHbIXx npogyktom KICS for
Nodes. PelueHne npegocCTaBAAeT WMHCTPYMEHTI
ON1A paccnegoBaHMa U PyYHOTO pearmpoBaHuA Ha

“EKRA” and “Kaspersky" hereby agree on the
following statement regarding possibility to use
the listed products on a common system and their
compatibility and contribution to fulfillment of
cybersecurity requirements:

Yyrpo3bl Ha YypOBHE 3alMLLAEMbIX YCTPOMUCTB
N ceTeBOMN MHOPACTPYKTYPbI.

«3KPA» wn  «Jlabopatopua  Kacnepckoro»
HaCTOALLMM noATBEPXKAAOT cnepylowee
3anaB/ieHmne OTHOCUTE/IbHO MCNONb30BaHMUA
YKa3aHHbIX NPOAYKTOB B paMKax OHOMN CUCTEMDI,
nx COBMECTMMOCTH 7 BKNaga

B BbINO/IHEHME TpeboBaHMA KnbepbesonacHoCTH:

3IK[AA

lkaspersky



“EKRA” and “Kaspersky” have carried out
extensive compatibility tests for the joint use of
their product combinations on the same system.
The outcome of the tests was that, subject to their
individual system requirements, the products are
compatible and can be used jointly within the
same system.

«KPA» un  «Jlabopatopua Kacnepckoro»
NpOBenn BCECTOPOHHME TeCTbl HA COBMECTUMOCTb
MUX NPOAYKTOB MNpW oAHOBpemMeHHon paboTe
B COCTaBe eAWHOM cucTembl. B pesynbTaTte
TECTUPOBaHUA BbII0 YCTAHOB/IEHO, YTO MPOAYKTbI,
C Y4ETOM WX WHAMBUAYAJIbHbIX CUCTEMHbIX
TpeboBaHuUi, ABNAKOTCA COBMECTUMbIMWU U MOTYT
MCMOb30BATLCA B COCTABE €4UHON CUCTEMDI.

In case both products are installed and used within
the same system this may contribute to fulfillment
of essential information and cybersecurity
requirements in industrial automation process
control systems.

B cnyyae yCTaHOBKM U UCMO/Ib30BAHMUA YKA3aHHbIX
MPOrpPaMMHbIX MNPOAYKTOB B pamkax eauHOM

CUCTEMDI 31O MOXKeT cnocobcTBOBaTh
BbIMOJIHEHUIO OCHOBHbIX TpeboBaHUi,
npeabaBAseMbIX K MHPOPMALMOHHOM

n kubepbeszonacHOCTM B aBTOMATM3NPOBAHHbIX
cucTemax yrnpasneHus MPOMbILLIEHHbIX
06BEKTOB.

AO KASPERSKY LAB

Date: 28.08.2024
Name: Anna Kulashova

.g/ Jlaf)apamopu;z\y,
Kacnepmcoeo 2

AO «JlabopaTtopus Kacnepckoro»

HaTta: 28.08.2024
Mmsa: A.B. Kynawosa
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